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Offsite Backup Procedures 

The CIO is responsible for ensuring that this policy is carried out. Exceptions to the standard 
Offsite backup procedure are permitted when justified. All exceptions must be fully documented. 
The standard procedure for Offsite backup is as follows:  

 

�,���� A full and incremental systems backup will be performed with sufficient frequency so 
that the entire system and all data from all servers are backed up.  This data should be 
sufficient for a complete restoration of all systems if necessary.  

�,�,���� Data to be backed up include the following information:  

1.�� User data stored on the hard drive.  

2.�� System state data  

3.�� The registry  

Systems to be backed up include but are not limited to:  

1.�� File server  

2.�� Mail server  

3.�� Production web server  

4.�� Production database server  

5.�� Domain controllers  

�,�,�,���� The last full backup of the month will be saved as archival records.  

�,�9���� Monthly backups will be saved for one year, at which time the media will be recycled or 
destroyed. 

�9���� Incremental backups of new data will be performed daily. Incremental backups will be 
retained for sufficient time to restore data for at least a week, at which time the media 
will be recycled or destroyed. 

�9�,���� Copies of all backups will be stored in a secure, off-site location. 

�9�,�,���� Currently, all weekly and monthly archives are stored on location at Teretek facilities. 

�9�,�,�,���� No drives or tapes can leave the data center without proper encryption 

�,�;���� Teretek will make weekly pickups of backup copies: pickups will be made every Friday 
by the close of business. 

�;���� Backup copies will be stored in a lock safe. 
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